THE BUSINESS’S COMMERCIAL SUCCESS SUBSTANTIALLY DEPENDS UPON: RED FLAG NO.

Offering products or services that when misused can have adverse impacts on human

rights. S

® Suchas’” . Selling “dual use” products, services or technology (such - Providing heavy machinery or equipment to governments
o 5 as those normally used for civilian purposes, but which for use in locations recognized under international law as
E § may also have military applications) occupied territories
;.:' z - Providing tracking or facial recognition technologies « Selling ultrasound technology to health facilities that may
() % that may be misused to profile, intimidate or arbitrarily misuse it for sex selective abortions
= § imprison human rights defenders or activists - Providing social media platforms, that may be misused

« Providing pharmaceuticals that may be misused for the for harassment or to incite hatred (see also red flag 6)

death penalty

(&) HIGHER-RISK SECTORS:
« ICT, in particular, surveillance technologies, social media and « Chemical
telecommunications

« Medical technology
+ Pharmaceuticals

. Geographies with a record of abuses of a type relevant to the
« Heavy Machinery company’s product or service

KEY QUESTIONS FOR LEADERS TO ASK OR BE ASKED:

+ How does the company find out about, and keep up to date on, the risk of its products being misused in ways that impact human
rights?

« What safeguards and procedures are in place to prevent and mitigate situations of misuse of products?
« How does the company assess whether intermediaries or agents are likely to facilitate product/service misuse by end users?

- How does the company ensure that incentives to maximize sales and other business opportunities do not reduce the chances of
identifying and preventing harmful misuse of products or services?

' Several examples in this red flag are drawn from the UN Global Compact’s Good Practice Note, prepared by Meaghan Malloy, entitled Addressing Adverse Human Rights Impacts Connected to
Product Misuse. 1
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&%) RISKS TO PEOPLE

- Risks to people are heightened by the nexus between products that are vulnerable to misuse and sales to entities likely to misuse
them.

- Interviews with business and civil society representatives conducted by the UN Global Compact “underscored that one of the biggest
challenges in conceptualizing product misuse as a human rights issue is the vast array of ways, including non-obvious ways, a product
or service can be misused and inflict human rights harm.”

. Several examples are listed above and include severe impacts, such as:
. sale of pharmaceuticals misused for the administration of the death penalty (right to life; right to freedom from torture, cruel,
inhuman or degrading treatment);
. sale of tracking or facial recognition technologies that may be misused to surveil civil society or arbitrarily imprison, e.g. ethnic
or political groups (freedom from arbitrary arrest, detention or exile and/or freedom from torture and inhuman or degrading
treatment).

RISK TO PEOPLE
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) RISKS TO THE BUSINESS

- Reputational Risks: Links between well-known companies and the impacts of product misuse are more easily spread through the 24/7
news cycle and the sharing of incidents and photographs facilitated by mainstream and social media. During the Arab Spring, the role of
Western Technology firms in “helping Arab dictators” was highlighted in US media. Popular opinion increasingly places some degree of
responsibility on the companies concerned, and not just on those misusing the product or service, or on regulators.

- Financial Risks: May include investor divestment or customer boycotts where companies are seen to be failing to address product misuse.
In 2012, construction machinery company Caterpillar was removed from three MSCI indexes for factors including “an ongoing controversy
associated with use of the company’s equipment in the occupied Palestinian territories.”

- Legal, Financial and Operational: Risks also arise, for example, where end users include repressive regimes. Blacklisting of Chinese
technology companies by the US Government on the grounds of rights violations against Muslim minority groups in Xinjiang, China,
disallows US companies from selling technology to these companies without a US government license. In 2019, Sony and Sharp faced
scrutiny for the alleged supply of parts to a Chinese video surveillance company blacklisted by the United States over human rights
violations of ethnic Uyghur people in the Xinjiang Autonomous Region of China. The blacklisted company had “previously stated on its
website that it could identify members of the Uighur ethnic minority group.”
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https://www.theatlantic.com/international/archive/2012/03/surveillance-inc-how-western-tech-firms-are-helping-arab-dictators/254008/
https://www.foxnews.com/world/caterpillar-pulled-from-social-indexes
https://www.bloomberg.com/news/articles/2019-10-07/u-s-blacklists-eight-chinese-companies-including-hikvision-k1gvpq77
https://www.bloomberg.com/news/articles/2019-10-07/u-s-blacklists-eight-chinese-companies-including-hikvision-k1gvpq77
https://www.japantimes.co.jp/news/2019/11/26/business/sony-sharp-supply-parts-u-s-blacklisted-china-security-video-firm-hikvision/
https://www.japantimes.co.jp/news/2019/11/26/business/sony-sharp-supply-parts-u-s-blacklisted-china-security-video-firm-hikvision/
https://www.japantimes.co.jp/news/2019/11/26/business/sony-sharp-supply-parts-u-s-blacklisted-china-security-video-firm-hikvision/
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A WHAT THE UN GUIDING PRINCIPLES SAY:

*For an explanation of how companies can be involved in human rights impacts, and their related responsibilities, see here.

This red flag arises in two distinct situations, namely where the business relies on:
a) sales to a known commercial customer where there is a likelihood it will misuse the product in ways that have human rights
impacts, or sell it onwards to an end-user who misuses the product; and
b) sale of a product or service to the general public, where there is recognized misuse by a minority.

With regards to scenario a), Guiding Principle 13(b) states that businesses should “seek to prevent or mitigate adverse human

rights impacts that are directly linked to their operations, products or services by their business relationships, even if they have not
contributed to those impacts.” Business relationships include relationships with commercial customers, and as such, a company may
be directly linked to an impact caused by commercial customers in the course of using the product or service.

In certain circumstances, product misuse by a commercial customer may involve a situation of contributing to harm where a company
knows of the risk or fact of its products being misused, and does nothing to address the situation. The UN Global Compact describes
a scenario in which a company sets up a shell company in order to hide the fact that it is selling surveillance technology to repressive
governments. If the company knew or should have known that the governments concerned were likely to use the product to impact
human rights, yet proceeded with a sale that enables this, it may be considered to contribute to any harm suffered.

In scenario b), the scope of the company’s human rights responsibility includes the safety of people using its products, even if they are
not the intended user. As such, if the company is — or should be — aware of a potential negative impact associated with its products, a
failure to adapt the product or otherwise seek to minimize the risk of the impacts occurring (e.g. through terms and conditions of use,
warnings on packaging or instructions etc.) could place the company in a situation of causing an impact, or, where the impact on a third
party is caused by a consumer misusing its products, contributing to the impact.
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— POSSIBLE CONTRIBUTIONS TO THE SDGS:

Addressing impacts to people associated with this red flag indicator can contribute to a range of SDGs depending on the industry and
impact concerned, for example:

GOOD HEALTH SDG 3: Good Health and Well-Being

AND WELL-BEING

SDG 9: Industry, innovation and infrastructure, in particular
- Target 9.1: Develop quality, reliable, sustainable and resilient infrastructure, including regional and transborder
infrastructure, to support economic development and human well-being, with a focus on affordable and equitable access

for all.
10 2 SDG 10: Reduced Inequalities, in particular
- . Target 10.2: By 2030, empower and promote the social, economic and political inclusion of all,
d=) irrespective of age, sex, disability, race, ethnicity, origin, religion or economic or other status.

v

SDG 11: Sustainable Cities and Communities, in particular
- Target 11.3: By 2030, enhance inclusive and sustainable urbanization and capacity for participatory, integrated and
sustainable human settlement planning and management in all countries.

SDG 12: Responsible Consumption and Production

UNGPs & SGDs
ANALYSIS

16 roc e SDG 16: Peace, Justice and Strong Institutions, in particular
WSTTUTIONS - Target 16.1: Significantly reduce all forms of violence and related death rates everywhere.
i - Target 16.6: Develop effective, accountable and transparent institutions at all levels.

'!— . Target 16.7: Ensure responsive, inclusive, participatory and representative decision-making at all levels.
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DUE DILIGENCE LINES OF INQUIRY:

« How do we assess the potential risk of product misuse? How do we understand and address the ways in which “specific variables in
design, components or materials used, and markets and customers targeted” may lead to product misuse resulting in human rights
impacts?

+ How do we know which of our end users/customers are high risk from a product misuse perspective? How do we stay abreast of
developments that affect the level of risk? What systems do we have in place to identify and address such risks, prior to sale? Has the
company considered how it might work with others — regulators, industry peers, customers, civil society organizations etc. — to seek ways
to minimize the potential misuse of its products?

« Do we build safeguards against product misuse into our agreements with business customers, end-users and intermediaries involved in
the sale of our products/services? Have we considered how we could use contract clauses or service provisions to monitor usage?

« How do we track and report internally or externally on our efforts to ensure responsible use of our products and/or services?

TAKING ACTION
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%% MITIGATION EXAMPLES:
* Mitigation examples are current or historical examples for reference, but do not offer insight into their relative maturity or effectiveness.

« Where the red flag relates to sales to a known commercial
customer where there is a likelihood they will misuse it
in ways that have human rights impacts, mitigation has
involved attempting to influence their use of the product or
limiting sales to that customer:

preferences for male children in India. In response, the
company strengthened training to sales agents, added
an explicit warning about national legal requirements
in all sales contracts and on the machines themselves,
engaged with NGOs and other local stakeholders,

TAKING ACTION

Misuse of Pharmaceutical Drugs for the Death

Penalty: Drug companies have adopted controls on

the distribution of their products to ensure that none
are used in lethal injections. In 2016 Pfizer announced
that it will restrict the sale of relevant drugs to selected
wholesalers who must certify that they will not resell the
drugs to corrections departments in the United States.
Following Pfizer’s announcement it was reported that all
Food and Drug Administration-approved manufacturers
of any potential execution drugs have blocked their sale
for the purpose of lethal injection.

Misuse of Ultrasound Technology in Sex-selective
Abortions: GE discovered that its portable ultrasound
machines, which enable access to life-saving medical
treatment in remote regions, were being used by
some facilities in India, in contravention of local law, to
determine the sex of fetuses to enable early abortion
of those that are female. This reflected strong social

pushed for industry-wide collaboration and collaborated
in a public education campaign on women and girls’
rights.

Where the red flag relates to the sale of a product or service
to the general public and where there is recognized misuse
by a minority of users, mitigation examples have involved
adapting the product to protect the wider public against that
potential misuse.

In Japan, telecoms companies offering phones with
cameras have long requested that manufacturers disable

the ability to mute the camera shutter sound when a
photo is taken. This is done to ensure that users cannot
covertly take sexually intrusive pictures of others.

Industrial manufacturer Honeywell International found a
way to make a safer alternative to ammonium nitrate that
was designed to be hard to ignite, after the fertilizer was
used in a bomb that killed 168 people in Oklahoma.
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https://www.nytimes.com/2016/05/14/us/pfizer-execution-drugs-lethal-injection.html
https://hrbdf.org/case_studies/product-misuse/product_misuse/misuse_of_companys_ultrasound_technology.html#.X_5qupNKikq
https://hrbdf.org/case_studies/product-misuse/product_misuse/misuse_of_companys_ultrasound_technology.html#.X_5qupNKikq
https://hrbdf.org/case_studies/product-misuse/product_misuse/misuse_of_companys_ultrasound_technology.html#.X_5qupNKikq
https://www.engadget.com/2016/09/30/japans-noisy-iphone-problem/
https://www.engadget.com/2016/09/30/japans-noisy-iphone-problem/
https://www.engadget.com/2016/09/30/japans-noisy-iphone-problem/
https://www.reuters.com/article/us-honeywell-fertilizer-btscenes/honeywell-finds-alternative-to-explosive-fertilizer-idUSTRE48M9TG20080923
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BPg) OTHER TOOLS AND RESOURCES:

« UN Global Compact Good Practice Note, prepared by Meaghan Malloy (2017) Addressing Adverse Human Rights Impacts
Connected to Product Misuse.

+ Human Rights and Business Dilemmas Forum, Product Misuse dilemma sets out common product misuse scenarios, case
examples, risks to business and suggestions for responsible business.

« Bureau of Democracy, Human Rights, and Labor, U.S. Department of State Guidance on Implementing the “UN Guiding Principles”
for Transactions Linked to Foreign Government End-Users for Products or Services with Surveillance Capabilities.

This resource is part of Shift’s collection of Business Model Red Flags, developed as part of the Valuing Respect Project and generously funded by Ministry of Foreign Affairs
Finland, the Norwegian Ministry of Foreign Affairs, and Norges Bank Investment Management. Learn more at: shiftproject.org/valuing-respect o]
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